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A SOPHOS Company
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Cyberoam

A SOPHOS Company

AGENDA

1. [Ipodprab KOMIAHUHU.

2. CeTeBasi 6€30MacHOCTb Ha OCHOBe pemeHUu Cyberoam.

3. Cyberoam v KOHKypEeHTHL.

4. MogenibHbIN paA: BupTyanbHblie 1 PusndecKkrde yCTPOMCTBA.
5. llenTpanbHasa KoHcousb YripaBieHus.

6. J/InueH3upoBaHMe: BbIOOP KOMIIOHEHTOB.

7. AKKyMyJIAILMS MMOJIOKUTEJbHOT0 3pdeKTa OT BHeApeHuUs peuieHut Cyberoam.
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Cyberoam

SOPHOS

Cyberoam - yacTHasd KOMNaHHUf, CIeUUAJU3UPYIOLLAsCcAd Ha CeTeBOM 0e30MacHOCTHU C
rJ100aJIbHbIM NPUCYTCTBMEM B OoJiee 4yeM 125-TH cTpaHax, 6bla ocHoBaHa B 1999 roay
JIByMsA 3HTy3hactaMu XemaJsieM Ilatesom u beHom Kacazo. PyKoBoACTBYSICb KOHIENIUEN
00s13aTesIbHOM uUAeHTUPUKauuKM 1osab3oBaTeass (User Identity-based), kak camoro
ysI3BUMOTO 3B€Ha CETeBOM 0€30MacHOCTH M OPUEHTallMU Ha 3QPEKTUBHbBIE, C TOYKU 3PEHUS
0e30MacHOCTU W MUHUMU3AUUU H3JEPKEK, pelleHus, KOMIIAHUS BbIPOCJA U3
nojipas/iesieHusl Elitecore Technologies 10 CaMOCTOSATEJIbHOH OpraHu3aIuy,
YIOBJIETBOPSIOIEN HYK/Ibl B 0€30MaCHOCTH U CHUXKEHUHW PaCX0/l0B, OpTaHU3alUH JIOOBIX
pasMepoB — OyAb TO opHUC U3 AeCATKa 4YeJOBEK WU Liesasg Kopmnopauus. B HacTosmuu

MOMEHT, KOMIIaHUsA coCTOUT U3 450+ coTpyaHukoB U 4500+ mapTHepOB 110 BCEMY MUDY.

‘... Mbl 3aHUMAEM NO3UyUU audepcmed Ha pblHKE, N03MOMY 0/151 HAC 8AHCHO
npodoxcams €1e008amMb pbIHOYHOU cCmpamez2uu NPood8UNCeHUS UHHOBAYUOHHbIX
npodykmos’.

Hemal Patel
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Cyberoam

SOPHOS company

BBenenue

Cyberoam paccmaTpuBaeT ceTb OpraHU3aliy KaK eIMHbI MeXaHW3M, TPeOYIOUUN TIATeJbHOr0
KOHTPOJII U MHOTOYpPOBHEBOM 3alMThl PECypcoOB OT BHEUIHUX Yrpo3, KOTOPbIM MOXET ObIThb
NoJABeEpKEHAa OpraHU3alMIi0 JIO60ro Macuiraba - OT Majoro odpuca A0 KpPyHNHOM OpraHU3alyH.
Bnarogaps pganHoMy mnogxony, Cyberoam yjoBsieTBopsieT TpeGOBaHHS CaMbIX B3bICKATEJbHbBIX

3dKa34YHUKOB.

Haun6o0.J1ee pacnpocTpaHeHHbIMHY NOC/AECTBUAMHU OTCYTCTBUA JO/KHOTO OBHA 3aIIIUTbI
CEeTHU ABJIAIOTCA.

Anuaemus MoTeps C6ou busnec-

3apaxeHue Bupycos [aHHbIX MpunoxeHnn
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Cyberoam

A SOPHOS company

TexHoJsiorvsa 8 ypoBHA
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Cyberoam
KirodeBas KoHLenuus + SOPHOS Company
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Cyberoam

SOPHOS «

Mopaynu besonacHocTu

MesxceTeBble 5KpaHbl HOBOI'O NMOKOJIeHHMs OT KoMnaHuu Cyberoam (Cyberoam NGFWs) o6snagaioT 3pdeKTHUBHBIM
HabopoM Moaysel 6e30NacHOCTH, obecrneyrBaIUM becrpeleleHTHbIA ypOBEeHb 3alUThl PECYPCOB OpraHU3alyil OT

pa3/IM9HbIX TUIIOB YIpo3, CpeaAn KOTOPbIX:

Cuctema obHapyKeHua wnmoHckoro MO n BpeaoHOCHOTO Koga, NpoTuBoaencTeme atakam “Pharming”

Cuctema obHapyXeHUA 1 NpeaoTBpaLleHNs BTOPXKEHUI B CETU OpraHn3aLumnm, npotnsoctoaHme DDoS -atakam

Cibevax

VIEW BcTpoeHHan cuctema otyeTHOCTH iView

Unified Technologies and Telecommunications Company Ltd, 2015 10



Cyberoam
O6HapyxeHue BpenoHocHoro Kogza  SOPHOS Company

Cyberoam partnership
with Kaspersky Labs

OGHOBJ/IEHHE AaHTUBHPYCHBIX CUTHATYP KaxKable 30 MUHYT!

Unified Technologies and Telecommunications Company Ltd, 2015 11
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Cyberoam

A SOPHOS company

[IpepoTBpalienue Bropxxenuu (IPS)

Web Server
FTP Server
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Cyberoam

A SOPHOS Company

KonTpoub [Ipunoxenun u URL
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Cyberoam

dariepB0OJI AJ1s 3alLUAThI ~ SOPHOS company

Beb6-npuioxxeHuu

CYBEROAM WAF ITPOTUBOCTOUT BCEM ATAKAM OWASP TOP 10!

Known

Worms  protocol Agents

Compliance s"m“

Unified Technologies and Telecommunications Company Ltd, 2015 14



Cyberoam
() S Company
YrpaBJjieHHe NPONYCKHOW CIOCOOHOCThIO !

Application Server -
ERP, Gaming, etc.

VviP Intranet Users

QoS Bandwidth Management

Unified Technologies and Telecommunications Company Ltd, 2015 15



y . Cyberoam
be3onacHbIM yaaseHHbIA JOCTYII < SOPHOS Company

i

the secure company
‘
your soho

firewall enterprise
company firewall

Virtual
Private
e Network
web server, ftp, ERP server
email (SAP, Navision...)

sensible data
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Cyberoam

iView - Touka KOHTpO 19T » SOPHOS Company

~ Security Forensic
Management Analysis

Data Compliance
Protection Management

Identity

Logging Reporting

Logs & Events

f X
- -

Routers

\

. Applications

Firewalls

Switches
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Cybeeoam-

A SOPHOS company

[IpermyiectBa Cyberoam

1. KoHTponb goctyna K Beb-pecypcam

KoHkypeHTbl Cyberoam mcnonb3ytoT Hekoe abcTpakTHoe «OBnako»  Ans kaTeropusauuy cainTos,
K KoTOpoMy obpallaioTcs ycTpoWcTBa, B TO Bpemsi kak Cyberoam XpaHUT —€XegHEBHO
obHoBnsiemyto 6a3y cainTtoB BHyTpW cebs. ObnayHbii Xe Noaxod YpeBaT CO3AAHUEM WUIMHO3NN

©e30nacHoCTH 1 KOHTPOIA, MOTOMY Kak:

* bonbwuHcmeo seb-pecypcos, npuHadnexam 00HOBPEMEHHO K HECKOIbKUM Kame20pusiM, Ymo
omkpbigaem naseliku Ong nonb3osamenell U ycrnoxHsem KoHmponb. K npumepy, Mail.ru
npuHadnexum o0HospeMeHHO K «[TouckosbiM cucmemam, Hogocmsam, Beb-noumey, ocmasue
00Hy u3 kameaoputi docmynHoU, adMuHucmpamop omkpbieaem [jocmyn ko ecemy.

* Beb-pecypcbl codepxam 6CMPOEHHble 8 CcmpaHuubl KOoObl,  3anycKawwue peknamHbie
baHHepb! U Hebe3onacHble CCbIKU, KOMOpble HEB03MOXHO 8bipe3amb yepe3 «Obnakoy, 8
pe3ynbmame npu 3akpbimol kame2opuu 3anpeujeHHble Pecypcbi [JocmynHbl.

*  Omcymemeyem 803MOXHOCMb c030amb CO6CMBEHHbIE Kame2opuu pecypcos U 8biI0enums ux
0na omadenbHOU epynnbl nonb3ogamenel. [pyaumu crogamu, HEBO3MOXHO paspewiums
Hekomopoe obyyarowee sudeo, sebuHap u m.0. Ha Youtube u 3aKkpbimb 0CmasnbHbIe 0aHHbIe,
m.e. nodxo0 «Bce unu Huyez20».

Unified Technologies and Telecommunications Company Ltd, 2015 18
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Cyberoam

A SOPHOS company

[IpermyiectBa Cyberoam

2. 'panynauma Nonntmk besonacHocCTH

* CyberoamOS  npepoctaBnsieT  GecnpeueneHTHbIn  YPOBEHb  KOHTPONS
nonb3oBaTesnien, No3BOSAS CO3AaBATh MOMUTUKM LOCTyNa K pecypcam, Konm4ecTay
[0MyCTUMOrO BPEMEHM UCMONb30BaHNs IHTEPHET, rapaHTUPOBaHHYK NPOMYCKHYHO
CNOCOBHOCTb, (hUNbTPaLMI0 MPOTOKONIOB HE TONMBKO NOZ rpynny nofb3oBaTenei, a
MoA KaXaoro OTAENbHOro nonb3oBatens. [aHHbI (yHKLMOHAN B OrpaHU4eHHOM
BMOE MPUCYTCTBYET Y KOHKYPEHTOB, MpuyeM B OOMbLUMHCTBE Cry4aeB MpoLecc

Ype3MepPHO CIOXEH N KOJIMYECTBO NMpaBuin UMEET rpaHUYHOE YNCHO.

e B nonmyyeHHbix oTyeTax KoHkypeHToB B 90% BMecTo ID momb3osatens
NpuCyTCTBYET TOMbko  IP-agpec, 4TO  3HAYMTENBHO  YCNOXHSET — MPOLECC
YCTAHOBNEHNS! MHMULMATOPA HapYLLEHUS MONUTMK 6e30MacHOCTY, UCMONb30BaBLLNI

OrpaHn4yeHna CMCTeMbl B CBOIO MOIb3y.

* Mogynn cuctem npoTuBogencTsns  BTopxeHusm  (IPS) He obnagaioT
HeoOX0AMMBIM YPOBHEM TMOKOCTU, TaK Kak MOTYT COZEpXKaT BCEro OAHY eAuHyH
nonuTUKy AN aHanusa notoka Tpadwka, 63 BO3MOXHOCTM KacTOMWU3aLuu, YTO
3HAUYUTENBHO  CHWKAeT  MPOM3BOAMTENBHOCTL UM rMybuHy  MpOBEpKM

BXOASLLUMX/MCXOASALNX NAKETOB.

Unified Technologies and Telecommunications Company Ltd, 2015 19
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Cyberoam

[IpermymectBa Cyberoam ~ SOPHOS Company

3. CHUXKeHue nsaepxekx

-

« Cyberoam no3BonsieT MakcMarnbHO CHU3UTL 3aTpaThl Ha MPUOBPETEHNE W NOAAEPXKKY
060py/0BaHMS, 3@ CHYET MPeaoCcTaBneHs Hambonee NPUEeMneMbIX LeH Ha PbiHKE

NPOCTOTbI UCMOJIb30BAHUA pa3pa60TaHHb|x MEXCETEBbIX 3KPaHOB.

» bonee Het HeobxoaumocTu nnatutb 3a L2TP VPN ansa opraHusauun 6esonacHoro
yOANeHHOro [OocTyna Kaxgoro coTpyaHuka — Cyberoam no3BonsieT MOCTPOWUTH

3daljmiieHHoe coeanHeHne 6e3 4ONONHUTENbHbIX NnaT 3a nuueHsnn, aaxe ¢ nomMoLLbio

BCTPOEHHbIX B MS Windows VPN-knueHTOB.

» MHorosagayHocTb  ycTpoiicte  Cyberoam peluaet npobrieMy € MOHUTOPUHIOM,
NOLOEPKKOW M HACTPOMKOM MHOXECTBa Pas3NYHbIX CETEBbIX YCTPOWCTB, a eduHas
KOHCOMb YynpaBneHns ynpowaet cbop MHGopMaumv W ynpasreHue BCEM NapKoM

MexceTeBblx akpaHoB Cyberoam.

Unified Technologies and Telecommunications Company Ltd, 2015 20
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BupTyasibHbIE YCTpOUCTBA + SOPHOS Company

Cyberoam mo3BOJIAET COKPATUTb YMUCA0 (PU3MYECKUX YCTPOWCTB 6€30MAaCHOCTH 3a CYET BUPTyaJU3alUH U
COKPATHUTb U3/IEP’KKH, CBSI3aHHbIE C MOHTaXXOM u3Jesus. [loMHMoO cTaHAapTHOro Ha6opa QYHKUHUN BHUpTYaJbHbIE
ycrpoiictBa Cyberoam MoryT 6bITh yCTaHOBJIEHBI MEXAY THUIEPBU30POM M BUPTYaJbHOU cepBepHOU depMoii, TeM

CaMbIM I'apaHTUPYA 0€e30IacCHOCTb U 3allUTy AAaHHOI'O CEerMeHTa.

&

CRiV-1C (Ioaxepxusaer a0 1 vCPU)
CRiV-2C (Iloguepausact p0 2 vCPU)
CRiV-4C (Iomaepxusaer no 4 vCPU)
CRIV-8C (Iloaaepxusacr g0 8 vCPU)
CRiV-12C (Nomaepxunaer no 12 vCPU)

&

&

&

&

Bupryaabubie naargopmbi noLIePARHBACMbIE
yerpoiicreamu Cyberoam:

- VMware ESX/ESXi
- VMware Workstation
- VMware Player

- Hyper-V

MOINPOBYUTE Y>KE CEHYAC BECIIJIATHBIE BEPCUY BUPTYAJ/IbHBIX YCTPOMCTB CYBEROAM !

Unified Technologies and Telecommunications Company Ltd, 2015 21



dusnyeckure YcTporcTBa

~

OBbOPYAOBAHME JIA NIPOBEJAEHHNA ITU/JIOTHBIX 3AITYCKOB UMEETCA B HAJIMYUHU HA CKJIAJE!

reur

Cyberoam

A SOPHOS company

4 )
Mopenbubiii pag CR15iNG, CR25iNG, CR35iNG, CR50NG,
CR100iNG, CR200iNG, CR300iNG nomoWaeTr MaJblIM H
CpeJJHUM OpraHu3alysaM C KOJUYEeCTBOM I0Jib30BaTeseld OT
20 1o 500 yesoBeK.

\§ J
4 )
Mopgenbubiii psaa CR300iNG-XP, CR500iNG-XP, CR750iNG,
NoJoMleT CpeJHHM  OpraHusalusiM C  KOJIMYeCTBOM

noJsib3oBaTesiel oT 500 o 2500 4yesioBeK.

\§ J
a )
Mopgenbubii pssa CR1000iNG-XP, CR1500iNG-XP, CR2500iNG,
CR2500iNG-XP mogoiaeT KpymHbIM OpraHu3anysaM C
KOJIMYECTBOM I10JIb30BaTeJiel B HECKOJIBKO ThICAY 4YeJIOBEK.

\§ J

Unified Technologies and Telecommunications Company Ltd , 2015 22



[HenTtpanbHaa KoHcosb
YnpaBJsieHUA

4 Cyberoam

gC‘ Central Console

~

Cyberoam

A SOPHOS company

Cyberoam Central Console Deployment- MSSP

Customers

ACME Inc.

MSSPs

Virtual Appliance)

| [ @sas

GGY Inc.

Cyberoam Central Console Deployment- Distributed Enterprise

Branch Offices
Corporate headquarters

R - | Virtual Appll:n':i)

’
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JIluieH3upoBaHUue

Comprehensive Value
Subscription

e Anti Malware

e Anti Spam

e Web and Application Filter

o WAF

e [ntrusion Prevention System
e 24x7 Support

e hardware warranty and RMA
fulfillment

Total Value Subscription

e Anti Malware
e Anti Spam
e \Web and Application Filter

¢ Intrusion Prevention
System

* 8x5 Support

® hardware warranty and
RMA fulfillment

Unified Technologies and Telecommunications Company Ltd, 2015
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Cyberoam

A SOPHOS company

Ilepeyens [loagnucok besonacHocTH

Security Value Subscription

e Anti Malware
e Web and Application Filter

¢ Intrusion Prevention
System

* 8x5 Support

* hardware warranty and
RMA fulfillment

24

CBAXXUTECDH C HAMMU A1 BBIBOPA OIITUMAJIBHOT'O BAPUAHTA!
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Cyberoam

A SOPHOS company

OPUILIMAIBHBIN JIUCTPUBBIOTOP HA TEPPUTOPUHM KA3AXCTAHA
TOO «UNIFIED TECHNOLOGIES & TELECOMMUNICATIONS COMPANY>»
TEXHUYECKWUH 3KCIEPT

ABIVJITAEB T'APUK
Tes: +7 (727) 248-33-13,225-02-80

Mo00: +7 701 887 79 27

e-mail: AG@UTTC.COM.UA

3AKA3ATDb ITPOBHYIO BEPCUIO UJIH COTJIACOBATH IMTUJIOTHBIW 3AMYCK
MO?KHO, CBA3ABIINUCDH 10 YKASAHHBIM BbIIIE KOHTAKTAM
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