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YT1o Takoe Corero Network Security?

First Line of Defense®

npotns DDOS aTtak 1 ceTeBbIX yrpos

[onoBHOM opuc 500+

[yA30H, wTaT Maccayycerc, bonee 500 coTpyaHUKOB No
CLUA BCEMY MUPY
buprkesoe Ha3zBaHne CNS:LN

Corero — NpoAyKTbl 1 CepBUCHI
3aWwmuTa U oNnTMMKM3auma Balwen KpUTnMYecKom MHPPACTPYKTYPbI, @ TaKXKe OH-/1TaNH CEPBUCOB

[MpoBanaepbl XOCTUHTA [MpoBanaepbl CEpBUCOB

& paTta ueHTpos
o COrerd
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DDoS aTtaku, 2013-2014

Total Attack Bandwidth Gbps

Data shown represents the top ~2% of reported attacks
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http://www.theinquirer.net/inquirer/news/2317692/rbs-hit-by-ddos-attack-that-takes-down-online-services-again
http://www.darkreading.com/attacks-and-breaches/ddos-attacks-hit-nato-ukrainian-media-outlets/d/d-id/1127742
http://www.darkreading.com/attacks-and-breaches/ddos-attacks-hit-nato-ukrainian-media-outlets/d/d-id/1127742
http://www.theinquirer.net/inquirer/news/2317692/rbs-hit-by-ddos-attack-that-takes-down-online-services-again
http://news.softpedia.com/news/LinkedIn-Outage-Caused-by-DDOS-Attack-on-Network-Solutions-362473.shtml
http://news.softpedia.com/news/LinkedIn-Outage-Caused-by-DDOS-Attack-on-Network-Solutions-362473.shtml
http://news.softpedia.com/news/Citizens-Bank-Hit-by-DDOS-Attack-Customers-Warned-of-Intermittent-Interruption-374242.shtml
http://news.softpedia.com/news/Citizens-Bank-Hit-by-DDOS-Attack-Customers-Warned-of-Intermittent-Interruption-374242.shtml
http://www.darkreading.com/attacks-and-breaches/ddos-attacks-hit-nato-ukrainian-media-outlets/d/d-id/1127742
http://www.cinemablend.com/games/World-Warcraft-Hearthstone-Hit-By-DDoS-Attacks-ISP-Issues-63106.html
http://www.blogaid.net/massive-ddos-attack-takes-down-hostgator-bluehost-and-other-major-hosts
http://www.networkcomputing.com/data-centers/ddos-attacks-wreak-havoc-on-data-centers/d/d-id/1234577?
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http://www.networkcomputing.com/data-centers/ddos-attacks-wreak-havoc-on-data-centers/d/d-id/1234577?
http://www.networkcomputing.com/data-centers/ddos-attacks-wreak-havoc-on-data-centers/d/d-id/1234577?
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OTKa3 B 06CcnyXMBaHUM

SC Magazine UK > News > DDoS attacks: Bigger. Badder and Nastier than last year

steve Gold

April 10, 2014

DDoS attacks: Bigger, Badder and Nastie~ *'DDoSa
last year
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NccnepoBaHue MHCTUTYTA SANS : 0630p DDOS aTaK oes 2014

= 40% - abcontoTHO He NoAroToBEHb!

't 'DDoS Attacks Advancing and Enduring: " 23% - He umeloT aKTyaNbHOTO NNaHa 3alLUThI

" 16% - He nnanupytoT 3aWMTY Ha Byaylee

= 26% - PACCYUTBIBAIOT HA AENCTBYIOLLYHO
MHPPACTPYKTYPY

" 50% - Hukorpa He TecTpoBanu pelwerus no
3auwmTe

Corero.com > Resources > Reports
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http://www.corero.com/SANS-DDoS-Survey
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anMeHFIEN\bIe UHTEPHET TEXHOJZIOTUN.

DNS
NTP
SNMP
UPnP

© 2014 Corero
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Octeperartbca ataK Tuna ‘Layer 7’
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YTO HYXKHO ANA yCTPpaHEeHUA AaHHOU npobaembl?

YcTpounctso

— ANA 3aLUTbI
Good Traffic / \
= «—> ‘ < >
Unwanted Traffic L3'L7 l--.
> =

“KomnnekcHble” aTaKMT X

I 3awmTa
Kputnueckom
Attack Leakage \Mid)paCTpVKTypbl /

Attack Traffic

Service Provider

Defenses
L3-1L4

CornacHo pe3ynbTaty nocnegHero uccanegosaHua SANS:
MbpunaHble pewenmns o 4x pa3 bonee pacnpocTpaHEHHble cpeau
BCEX peweHni Nno 6e30nacHOCTN Uan 0bNayYHbIX peLleHUN.

COrerey

FIRST LINE OF DEFENSE



COrere

FIRST LINE OF DEFENSE

Bbl moXKeTe nepeuT Ha HOBbIW
vpoBeHb obecnevyeHmna 6esonacHoCTH
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Buammoctb cetn & KoHTPO/1b YpoBHA 6€30MacHOCTHU

" [lponycKkHaa cnocobHOCTb

* TlOTOKM M YCTAaHOBKM — e S

= [aKeTbl } m ::

*  CoBblTUe CUCTEMbI 3aWUTbI g == = = im0 -
" 3326/10KMPOBAHHbIE KNNEHTDI o o

= LleneBble cepsepbl M NOPTbI = m.,.....m.: I e

01

MomeHTanbHaA BUAMMOCTb aTaK N UCTOPUA
BTOPKEHUN B CUCTEMY

MO e
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ATakn cmewwaHHoOro tTuna? Yrto sto takoe?!

Top Charts
Thans of the msst hegeent cocurrerers o s ied mdned network GRTSTEES 31 pRTeTiage of Sie sarvpdes. Selat o vew e chok Gmech
v Tevw Fraeve Fenshion

OCHOBHbIe Le/in coppeMeHHbIX 3/10yMbIWLWTEHHUKOB:
= [onbITKM B3n10Ma nNpodunn = 2.2/laey [y =/
= CKaHWpoBaHWe MHDPACTPYKTYpPbI U Beb pecypcos =

* NHUUMMpPOBAHME aTaKM Ha CETEBOM YPOBHE

L ™m
5, | s‘w,m,\ A A VA G i o sk — I
o g JW' v o b e ety .
i e S ‘J’“»Jhkyn.kf‘ P L.r..w’“"c'« ;:m.fw*ur .

" TecTupoBaHME NPOYHOCTM AOCTYNa K Npoduto s | e

= [lopaepxKa Flood — noxHbie IP appeca

IP Addresses Top Destination 1P Addresses

Top Source

=  WMHnummposBaHMe aTak Ha NPUIOXKEHUA

* MHnummnposBaHuMe cneumanbHO CO34aHHbIX
NaKeTHbIX aTaK

* UHnummnposaHue DNS aTak

"= OAHOBPEMEHHbIN 3aMyCK BCEBO3MOXKHbIX TUNOB aTaK
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BO3MOXHOCTU CUCTeMbI




BusHec Hy)KaaeTca B 3awwmTe npu pabote n UHTepHeTOM

PeweHwue First Line of Defense:

NpepoTepawiaeT [apaHTUpYyeT

15

ObecneyunBaeT

5

OcTaHOBKY paboThl [MOCTOAHHbIN AOCTYN
ceTn/ycnyru nyTém notpeburtenen K
6NOKMpPOBAHUA aTakK B OH-/1alH cepBucam
pexnme peanbHOro
BPEMEHMU

© 2014 Corero

ocywectBnAemMbiX aTak 1

WWW.corero.com

[MTonHOe NoOHMMaHue

06BbEMOB

yrpos

Pacwupsaer

lad

b PeKTUBHOCTb
B/IOXKEHHbIX B CUCTEMDbI
be3onacHocTH
MHBECTULNN
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[MpoayKkToBasa nnHenKa Corero First Line of Defense

DDoS Defense ﬁ SmartWall® Threat ‘
System (DDS) Defense System (TDS)

= [lna npeanpuAaTUn cpeaHero n maaoro busHeca = 1na npeanpuatmnii 6onbluioro bmusHeca,
= JloKanbHOe BHepeHue Cepswc/XocTuHT npoBainAepos
" < 810 F6MT/C NPOM3BOANTENBHOCTH = JlokanbHoe n obnayHoe BHeAPpEeHWNe

= 3aWmTa B MOAY/IbHbIX MHKpemeHTax 10 [but/c

Kntoyesble KOMMOHEHTbI

TexHoNoruA 3aLmTbl CETU OT BcTpoeHHas apxuTekTypa BcecTopoHHAA BUAMMOCTb aTaK U
yrpo3 n DDoS aTak cneayoLlero NnoKoneHus ceTeBOe NPOrHo3npoBaHue
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SmartWall — sonbiwme npeumyLLecTsa B MmaseHbkom dopm dakTope

SmartWall TDS — Npenmyuiectsa B He60ONbLLOM YCTPOUCTBE

¥ rack width

‘OGbps

4U
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Kakum obpa3zom Corero npucnocabnmsaerca K Obnaxy?

LW

3awmTta MHPPACTPYKTYpPbI
B TOUKax obmeHa
TpadpuKom

ENTERPRISE

ENTERPRISE 3awuTa
F! npeanpuAaTuA

ENTERPRISE

il

\ \SEHWCEPROVIDER

N SERWCE PROVIDER ENTERPRISE
-Emnc:E PFIG".I'IDE.FI g ﬂ
ENTERPRISE

i

ENTERPRISE

I ENTERPRISE

ENTERPRISE

3awura obnaka u N N (R (R | R y 2
XOCTUHra St T ceubal? gt Bl D el B el
HOSTED SITES CO/LO PRIVATE CLOUDS
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